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Facebook is one of the most popular social networks among young people. It can be a great way to reach young people in an environment in which they are familiar. However, it is important that staff use this new medium responsibly and safely in order to protect young people and also themselves. It is important for staff who work with young people to maintain a boundary between their professional and personal lives.
This guidance refers specifically to Hampshire County Council, Children’s Services staff using facebook for promotional and engagement purposes but certain principals involving safety and privacy may also be relevant to other social networking sites. For more information about using social networking please contact:

Karen Lewry, Communications Officer, Services for Young People

01962 84 5304

karen.lewry@hants.gov.uk
Jo Brocklebank, Web Projects Officer

01962 84 5869

jo.brocklebank@hants.gov.uk 

For an example of how facebook can be used please see the Services for Young People facebook page. http://www.facebook.com/pages/Hampshire-Services-for-Young-People/88301336924 
Before you start

Before you start any online interaction of any kind it is recommended that:

· You have had some experience in using social networking sites and are able to confidently adjust settings

· Familiarise yourself with the advice and information on www.thinkuknow.com 

Setting up your page

There are three types of connection on facebook:
· Profiles (have friends) – these are areas specific to a person. You must first create a profile in order to set up any subsequent pages or groups. According to facebook policy your profile must be a real person’s name. You may choose to keep your own personal profile separate from your work profile so you may want to create a separate profile e.g. Karen Lewry-Sfyp.
· Groups (have members) – Groups are great for discussions and sharing media. Groups can be public, private or invite only. As the creator of a group you can moderate members. Groups work well when there is a clear shared interest or sense of community between group members. You can message all the members of a group direct to their facebook inbox.
· Pages (have fans) – A page is similar to a profile, but pages are for organisations and projects rather than for people. They are a good tool for sharing information and getting feedback by allowing comments on the content you share. You can add facebook applications and add-on features to your pages to make them more interactive. When you update a page the update will appear on your fans’ homepage.
By becoming a group member or page fan young people’s and your own personal details and personal photographs are kept private. This is the best way of communicating on facebook.

By becoming a friend with a young person you will have complete access to their personal details on their profile and they will also be able to access yours. This is not appropriate or necessary for effective communication on facebook and should be avoided. Please see the section on “inappropriate behaviour” below.
As there is little control over privacy options on “pages” if you have set up a page we would recommend that you don’t allow fans to be able to write on the wall. As this cannot be monitored 24 hours a day this minimises the risk of offensive or inappropriate posts.
If you are using a “group” and have managed the privacy options to only be open to approved members then it may be appropriate to allow free discussion between the group. If you do choose this option then it would be sensible to monitor this on a regular basis.
Inappropriate behaviour

Friendships on websites such as ‘facebook’ are classed as ‘relating to young people in a social capacity’. This means that you should not be having young people you work with as friends of yours. They can be a fan or member of a facebook page and can communicate with you through that professional route. If you consider yourself to be a professional it is recommended that you keep yourself safe from questionable relationships and questionable communication with young people you work with. This may be an issue raised through formal policies and processes if boundaries are seen to be stretched or broken.

Report abuse

Facebook does not have an automatic “report abuse” button or link to CEOP. In order to show our support for young people staying safe online, please add links to relevant online safety advice and support. We recommend the following:
http://www.ceop.gov.uk/reportabuse/index.asp Report abuse

http://www.thinkuknow.co.uk/ Think u know – for children and young people

http://www.childline.org.uk/Pages/Home.aspx Childline
Events

Facebook is great for arranging events, however we have to do this responsibly. An event arranged for a group of vulnerable young people with published times and locations may attract unwanted attention. If you think that this is likely then do not advertise the specific locations and/or times of the event but do provide contact details to find out the details.

Photographs

Since the introduction of the Data Protection Act in 1998, we must be very careful if we use photographs, DVDs and webcams of clearly identifiable people. You must get the permission of all the people who will appear in a photograph, DVD or webcam image before you record the footage. That means children as well as adults and applies to all mediums including print, web and especially social networking.

Before uploading any photographs to facebook please obtain written consent from anyone in the photographs and ensure that they are aware that you plan to use the photographs on facebook.

Only upload photographs if you are 100% sure that there will not be any issues around the child being identified and that the young person and their parents/carers are happy for this to happen too. 

If unsure, do not publish photographs.

Corporate communications have produced specific guidance for both schools and County Council staff about procedures for taking photographs or recording DVD footage of people. This includes a set of consent forms that you can use for your project. Please familiarise yourselves with this guidance if you are planning to, or are involved in taking photos or videos.

http://www3.hants.gov.uk/logos/cx-logos-corporatestandards/cx-logos-imagesofpeople.htm 

Vulnerable groups
Please be aware that some groups can be particularly vulnerable on social networking sites. For example, there may be issues around contact with family members for children who have been adopted. Extra care should be taken to remind young people to protect their personal details. Useful advice about using privacy settings can be found here on http://www.allfacebook.com/2009/02/facebook-privacy/. If you have concerns about a young person using social networking sites then please raise these with the appropriate social care or school staff.
Safe and effective youth projects
Things to think about
From www.practicalparticipation.co.uk
Think about:

· Your intended audience

What sort of media is best to reach the people you want to reach? Video? Audio? Photos? Text? Maps?

Think about how you will combine different media. Think as well about accessibility. Will your choice of media exclude anyone and how can you make sure you provide alternative ways of getting your information?

· Interactivity

Are you planning to connect with and interact with people online? How will you manage comments and feedback on your media? Will you moderate comments and who will keep an eye on them?

Are you being careful about your personal information when you interact online? If anyone contacts you or a young person and they are aggressive, or say unsuitable things, do you or the young person have someone to talk to about this?

· Each other

Have you got permission from people before you put photos or videos of them online?

Have you got a group agreement about who can put things online for the group?

Are you looking out for each other – and ready to support each other if any issues come up from your online project?

· Identity

Do you want to link your content back to you as individuals? What information do you want to share about yourselves? Can someone find their way from the content you post to any private information about you? (For example, following the links on a social network).

Once you put information online it is hard to remove it – and it could be found by anyone searching the web in future. Will this content reflect positively on you in the future?

· Impact

How will the right people find you? Have you mentioned key search words when you publish content (dates, locations, topics)?

What does success look like for your online project? Will you regularly talk as a group about how your online project is going?

