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strategies to increase access to learning from home will require adequate
information and training for parents and carers who may have limited
awareness of both the opportunities and risks of technologies. Schools, along
with other agencies, must support parents and carers in their learning journey
to ensure that they, in turn, can support their children in accessing the best
possible learning opportunities with minimal risk. There is further information
on these strategies in Annex A.

Parents and carers should also be encouraged to contribute to e-safety
policies: if they understand the issues affecting the decisions documented
in an AUP, they will be better placed to support them.

AUPs should be included within the home-school agreement along with other
key documents (such as a digital image consent form) to ensure that parents
and carers are aware of the provisions of the AUP, and the rules by which they
and their children are expected to abide.

Key responsibilities of parents and carers include:

Q

Contributing to the development of e-safety policies.

Q

Reading AUPs, encouraging their children to adhere to them, and
adhering to them themselves where appropriate.

Q

Using learning platforms, and other network resources, safely and
appropriately.

Q

Discussing e-safety issues with their children, supporting the school in
Its e-safety approaches and reinforcing appropriate behaviours at home.

Q

Taking responsibility for their own awareness and learning in relation to
the opportunities and risks posed by new and emerging technologies.

Q

Modelling appropriate uses of new and emerging technology.

Q

Liaising with school if they suspect, or have identified, that their child is
conducting risky behaviour online.
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Section 6:
What should an AUP include?

In Section 4 we described how an e-safety policy should cover three
key areas:

e Adetailed management document outlining the schools vision and
approach to e-safety.

» A security and data management policy.

e Asimple end-user AUP, distilling the key messages from both of the above
to give users a clear understanding of what they can and can't do, how
their use will be monitored, and sanctions for misuse.

This section focuses specifically on the third of these areas, outlining some
general principles and suggestions for developing an effective AUP.

General principles

There are some general principles that an effective end-user AUP should
follow. For example, an AUP should:

& Be clear and concise.
A lengthy AUP will not be read or understood. Try to keep an AUP clear
and concise - aim for a page or two of A4 of core rules for the day-to-day
document, perhaps providing more detail in a supplementary document
that could be issued as part of the home-school agreement or induction
programme. The separate detailed management document should
provide the necessary depth and detail needed by the e-safety co-ordinator
and management team to create and maintain an e-safe culture.

Q

Reflect your setting.

The AUP must be relevant to your setting. Think through the issues in
depth when creating your AUP, and model your approach on the needs
and characteristics of your users, services and support networks.
Consider your other policies — such as child protection, anti-bullying
and behaviour policies — and ensure that your AUP reflects these and
vice versa.

Q

Encourage end-user input.

If end-users feel they have ownership of the policy, they may be more
likely to adhere to its contents. Involve children and young people, parents
and carers, as well as those who are expected to enforce the policy, when
developing and reviewing your AUP.
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& Be written in a tone and style that is appropriate to the end-user.
It may be necessary to develop several AUPs for different end-users within
any one setting - for example, different documents for pupils, staff, and
parents and carers, or those with particular communication needs. Again,
it would be useful to have end-user input from each group to ensure that
the final document meets their needs and can be fully understood. Some
of the sample AUPs referenced in Section 4 provide good examples of
documents created for different users.

Q

Promote positive uses of new and emerging technologies.

Despite the risks, technology offers many wonderful opportunities:
promote the positives in your AUP rather than focusing on the negatives.
Remember also that technologies are evolving all the time: try to
reinforce the concept of safe and responsible behaviours rather than
focusing on specific technologies.

Q

Clearly outline acceptable and unacceptable behaviours when using
technology and network resources provided by the school.
End-users need a clear understanding of what they can, and can't do,
online using the technology and services available to them in school.
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Q

Q

Q

Q

Q

Clearly outline acceptable and unacceptable behaviours when using
personal technologies on school premises or networks.

End-users need a clear understanding of how they can use their own
technology in certain settings. Strategies may range from a complete

ban on all personal technologies, to approved use in certain situations, to
positive encouragement of personal technologies to support and enhance
the learning experience.

Clearly outline what network monitoring will take place.

End-users have a right to know how their network access will be
monitored. An open and honest approach can help to prevent challenges
to authority should e-safety incidents occur.

Clearly outline the sanctions for unacceptable use.

End-users need a clear understanding of the penalties they face if they
break the rules. This may range from temporary suspension of services,
to disciplinary action or even legal intervention, depending on the
seriousness of the incident.

Be regularly reviewed and updated.

AUPs must be regularly reviewed and updated. This is essential if they
are to remain effective in protecting children and young people, parents
and carers, and staff and organisations from risk. In addition to a regular
programme of review, AUPs should be reviewed more frequently if
emerging issues or serious incidents dictate.

Be widely, and regularly, communicated to all stakeholder groups.
End-users need to be aware of the AUP - and understand it - if they are

to adhere to it. Consider the best approaches for introducing the AUP: in

a school this might be through the home-school agreement for pupils and
parents or carers, or within induction programmes for staff - remember
also to look for opportunities to assess whether it is understood. Reinforce
the AUP regularly, monitor its impact and ensure that any changes in policy
are also communicated to all those that need to know.
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Core AUP statements

Although AUPs should reflect the local context, there are core statements
or approaches which all settings are likely to want to adopt and adapt as
appropriate to the end-user’'s age and understanding. For example:

All users must take responsibility for their own use of new technologies,
making sure that they use technology safely, responsibly and legally.

All users must be active participants in e-safety education, taking personal
responsibility for their awareness of the opportunities and risks posed by
new technologies.

No communications device, whether school provided or personally owned,
may be used for the bullying or harassment of others in any form.

No applications or services accessed by users may be used to bring the
school, or its members, into disrepute.

All users have a responsibility to report any known misuses of technology,
including the unacceptable behaviours of others.

All users have a duty to respect the technical safeguards which are in place.
Any attempt to breach technical safeguards, conceal network identities,
or gain unauthorised access to systems and services, is unacceptable.

All users have a duty to report failings in technical safeguards which may
become apparent when using the systems and services.

All users have a duty to protect their passwords and personal network
logins, and should log off the network when leaving workstations
unattended. Any attempts to access, corrupt or destroy other users’ data,
or compromise the privacy of others in any way, using any technology,

Is unacceptable.

All users should use network resources responsibly. Wasting staff effort
or networked resources, or using the resources in such a way so as to
diminish the service for other network users, is unacceptable.

All users should understand that network activity and online
communications are monitored, including any personal and private
communications made via the school network.

All users should be aware that in certain circumstances where unacceptable
use Is suspected, enhanced monitoring and procedures may come into
action, including the power to check and/or confiscate personal technologies
such as mobile phones.
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Other LSCB services

A wide range of children’s services come under the jurisdiction of the LSCB,
and the characteristics of each will vary greatly. Such services will need to
consider the age and understanding of their users, the awareness and
understanding of staff, the access to and levels of supervision when using
technology, and the technological controls in place, among other factors.

Becta has been working with LSCBs to support them in developing an e-safety
strategy across all of their services. Each LSCB should have appointed an
e-safety strategy lead to co-ordinate local activity, and will be developing
protocols for local incident handling, ensuring consistency of approach across
all services to children within their remit. It is essential that all children’s
services are familiar with the e-safety procedures of their LSCB, and know
who to contact for further advice and support.
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Section 8:
What's the bigger picture?

When developing your AUP, consider the bigger picture. Find out what policies
are already in place through your LA, regional broadband consortium (RBC)
(or whoever provides your internet connectivity) and your LSCB. By default,
you may be bound by the terms of their AUPs, and will need to reflect this in
your local policies accordingly.

A cascading model for acceptable use

The NEN is the UK collaborative network for education, providing schools
and other connected institutions with a safe, secure and reliable learning
environment and direct access to a growing range of online services and
content. The network is made up of regional networks maintained by NEN
access providers (including the devolved administrations, local authorities
and RBCs), with each interconnected by the SuperJANET technical
infrastructure maintained by JANET (UK].

The NEN Safeguarding Group is developing a standard AUP template,
building upon the provisions of the JANET (UK] AUP, based on a cascading
model of acceptable use. Within this model, each layer in the cascade
inherits a set of core requirements from the layer above to which it (and

its users) must abide. In turn, further local requirements can be added.
This is illustrated in Figure 3 below.

JANET (UK)
National
NEN (AUP) [ ]
RBC/LA
Regional
School or Connected
Institution Local
L A A J
Minimum requirements made by Any additional Any additional
the NEN policy requirements requirements made
made by the by the school or
RBC or LA connected institution
............................................................................ ©
Requirements or safeguards
Core requirements (O National policy () Local policy
Additional requirements Regional policy

Figure 3: A national to local policy cascade for AUPs
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In brief, within the NEN AUP, acceptable use will include any legal activity
that furthers the aims and policies of a user organisation, furthers the
learning or education of users, supports teaching, aids appropriate
communication and supports administrative functions.

Examples of unacceptable use, although not exhaustive, will include any
activity which may reasonably be regarded as unlawful, the creation or
transmission of any inappropriate, offensive, obscene or indecent content,
or the use of the network to bully or harass, defame, defraud, or infringe
copyright. Additionally, the AUP will state that any deliberate misuse of
networks and resources, such as attempts at unauthorised access to
facilities and services, attempts to conceal network identities or otherwise
evade safety and security controls, deliberately accessing, corrupting or
destroying other users’ data, compromising the privacy of others, or wasting
staff effort or networked resources is unacceptable.

NEN access providers will be encouraged to build upon the provisions of the
NEN AUP at a regional level, as appropriate to their individual business needs
and the local communities they serve. Additionally, each user organisation
should then establish its own statement of acceptable use within the context
of the services provided to its users, ensuring that the conditions outlined in
the AUPs further up the chain are implicit within local policy.

For further information, see the NEN website (www.nen.gov.uk]

@ Action point:

-
List the AUPs that relate to you and where you can access these:

School. Location:

Q «

Local authority. Location:
LSCB. Location:

RBC. Location:

ISP. Location:

N QA

Others. Type and location:
Actioned by: (insert name)

Last reviewed: (insert date)
N\ Y,

Remember also that users will move between different settings when using
technology and, as such, will need to adhere to the provisions of different AUPs.
Awareness raising on this issue should form part of their e-safety education.
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Section 9: How do we deal
with e-safety incidents?

Regardless of having the best e-safety policies and practice in place, there
may still be occasions when e-safety incidents occur. Your end-user AUP
will outline appropriate and inappropriate behaviours and sanctions for
misuse, but your detailed e-safety management document must also
contain clear guidelines for responding to e-safety incidents, and clear
lines of communication for escalating specific incidents where necessary.
Everyone must be aware of the process.

Escalation of incidents may take place within the school or other service
setting, or may require the notification and disclosure to external agencies
such as the LSCB, the police or another appropriate agency.

In developing your responses, you should consider various e-safety scenarios,
responses and reporting mechanisms - for example:

 Accidental or deliberate access to inappropriate material
The definition of ‘inappropriate” may change according to your users or the
setting. Your AUP should make clear what is deemed to be inappropriate
material within your context, and the sanctions which will apply. Different
approaches may be necessary depending on whether the access was
accidental or deliberate.

* Accidental or deliberate access to illegal material
If filters are correctly set, it should not be possible to access illegal
materials. You should check your settings on a regular basis to ensure
that they filter as expected, and the levels of filtering are appropriate for
the end-user. If illegal material is accessed, escalation of the incident
will be necessary.

 Inappropriate use of email or other technologies
Again, the definition of inappropriate may change according to your users or
the setting. Your AUP should make clear what is deemed to be inappropriate
use of email and other technologies within the context of your setting and
services, and the sanctions which will apply.

* |llegal use of email and other technologies
Illegal use of email and other technologies should always be escalated
to an appropriate agency.

e Deliberate misuse of the network
(for example, hacking, virus propagation or circumventing safety controls)
Your AUP should clearly state what is deemed to be inappropriate use
of network resources, the monitoring that is in place and the sanctions
which will apply to deliberate misuse. If networks have been used for
illegal activity, the incident should be escalated accordingly.
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* Bullying or harassment using technologies
Bullying or harassment is not acceptable in any circumstance, via any
means, and responses should mirror those documented in established
anti-bullying policies. It may also be necessary to involve appropriate
external agencies, depending on the severity of the event.

» Sexual exploitation using technologies
This is a serious offence, and will require escalation to appropriate
external agencies as necessary.

Depending on the nature of the event, different e-safety incidents will require
different responses, and undoubtedly no two e-safety incidents will be exactly
the same. This does not mean, however, that responses should be left to
chance and circumstance: instead you should attempt to model general
processes and procedures for responding to incidents as appropriate to your
context, drawing on good practice within the wider field of child protection.
Such exercises can often be effective as both awareness raising and training
tools. Remember, incidents may involve children and young people, staff, or
others as both victims and perpetrators, and your response model must be
capable of dealing with each of these quickly and effectively.

In earlier e-safety publications Becta has modelled an outline flowchart for
responding to e-safety incidents. This is reproduced in Annex B, along with a
resource for identifying and mapping local contacts and support networks in
Annex C. Schools, and other children’s services, may wish to consider similar
approaches for defining their own response procedures.

We also recommend that schools and children’s services make contact with
their LSCB to establish the procedures in place at a regional level, to ensure
that their own policies reflect regional practice.
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Section 10:
Where can we get further help?

E-safety is not something that schools and children’s services need to face in
isolation. There are many opportunities to share good practice and learn from
the experiences of others. This section suggests a few ideas for doing this.

Becta resources

Safetynet mailing list
www.becta.org.uk/schools/communities/safetynet

Safetynet is a mailing list specifically for anyone who wants to discuss and
share information to support the development of e-safety good practice.
The list is for educational practitioners, LAs, LSCBs and others who have
an interest and/or responsibility in this area. It has been set up to provide:

* peer-to-peer support and access to the shared knowledge and experience
of the community

e instant access to colleagues, some of whom may have similar difficulties
and concerns

* access to help from other experienced practitioners and interested parties
e up-to-date e-safety information.

Any updates or additions to information in this document, or additional
opportunities arising from this strand of work, will be posted to this list.

Safetynet is an open discussion group. This means that anyone with

an interest in e-safety is welcome to participate in the discussions. All
discussions will be publicly available and when you post a message, your
email address will be visible to registered users. Messages are archived
online in the Becta Communities service, and may also be archived (and
hence searchable) more widely through commercial search engines. The
service is reactively monitored, and all participants are expected to adhere
to the Becta Communities AUPs.

Online resources

www.becta.org.uk

The Becta website aims to highlight e-safety issues relating to new
technologies, and publish practical information and advice for schools,
LAs and LSCBs on how to use those technologies safely.

We update the site regularly with information on emerging issues and
technologies, and examples of good practice. Updates or additions to
information in this document will be posted online.
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E-safety publications

www.becta.org.uk/publications

Becta has produced a number of publications on various aspects of
e-safety. You may download all these titles as PDF files from the Becta
publications website. Publications include:

* Signposts to safety: teaching e-safety at Key Stages 1 and 2
This publication contains signposts to a selection of resources, along
with appropriate curriculum links, to help teachers of Key Stages 1 and 2
to teach e-safety messages in the classroom.

* Signposts to safety: teaching e-safety at Key Stages 3 and 4
This contains signposts to a selection of resources plus curriculum links
to help teachers of Key Stages 3 and 4 to teach e-safety messages in the
classroom.

» Safeguarding children in a digital world: developing a strategic
approach to e-safety
This publication offers a strategic overview of e-safety issues to policy
makers, and outlines a model for a co-ordinated approach by all of the
key stakeholders in a child’s education. The guidance refers to policies
and documentation for England, but the principles have resonance
across the UK and beyond.

» Safeguarding children online: a guide for local authorities and local
safeguarding children boards
This contains a series of practical checklists for LAs and, more specifically,
for LSCBs on developing a co-ordinated approach to e-safety across all
services within their remit.

Q Further information on Becta's wider work is contained in Annex A.
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Cross-organisation working

Where possible, opportunities for cross-organisation working within the

local area should be investigated. This can help to develop both strategy

and practice, provide cohesion for children and young people as they move
between services, and provide an effective framework for benchmarking and
peer review. Examples might include a group of local primary schools working
together to respond to emerging e-safety issues, secondary schools working
with their feeder primary schools to establish the levels of e-safety awareness
on transfer, or a consortium of settings involved in providing education and
training under the 14-19 agenda working together to review issues relating

to AUPs in different institutions.

As an absolute minimum, schools and other settings providing services to
children and young people should make contact with their LSCB to establish
the level of e-safety provision already in place at a regional level.
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CEOP

REPORT
ABUSE

Other sources of support and information

A selection of organisations providing e-safety support and information are
detailed below.

Child Exploitation and Online Protection Centre

WWW.Cceop.gov.uk

CEOP is a police organisation focused on the protection of children and young
people from sexual abuse and exploitation; it has a broad remit and range
of functions to help tackle the sexual abuse and exploitation of children -
primarily where use of technology is a factor, or media such as the online
environment are utilised. It is also a founder member of the Virtual Global
Taskforce (VGT), an international collaboration of law enforcement agencies
committed to tackling this abuse of children and young people. Through its
holistic approach, CEOP aims to learn from its work and that of others to
ensure that measures are put in place to prevent or reduce harm to children
and young people in the future; this includes the development and rollout

of an education programme called Thinkuknow (www.thinkuknow.co.uk]

for professionals to use with children and young people to help keep them
safe online.

CEOP provides an online facility, in association with the VGT, for the public
reporting of any sexually inappropriate or potentially illegal online activity
towards a child or young person. For example, this might be an online
conversation with someone who a child thinks may be an adult and who
Is engaging with that child in a way which makes them feel sexually
uncomfortable, or exposing them to illegal or pornographic material, or
who is trying to meet a child for sexual purposes. See the CEOP website
for more information on the work of CEOP and how it could assist you.

Where a child or young person may be in immediate danger,

always dial 999 for police assistance.

There are prominent reporting links from the CEOP website, the Virtual
Global Taskforce website (www.virtualglobaltaskforce.com) and the
Thinkuknow website. A reporting link is also available as a tab option

in Windows Live Messenger.
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. -y Childnet
@ International

National
Education
Network

teachtoday

Know IT All

www.childnet.com/kia

Childnet International, a charity that is helping to make the internet a great
and safe place for children, have developed a set of award-winning resources
called Know IT All. The resources aim to help educate young people, parents,
teachers and volunteers about safe and positive use of the internet.

Internet Watch Foundation

www.iwf.org.uk

The Internet Watch Foundation (IWF) is the UK internet hotline for reporting
illegal online content - specifically child sexual abuse images hosted
worldwide and criminally obscene and incitement to racial hatred content
which is hosted in the UK. The IWF works in partnership with the online
industry, the Government, law enforcement agencies and other hotlines
abroad to remove such content from the internet. A prominent link for
reporting illegal content appears on the home page of the IWF website.

ChildLine

www.childline.org.uk

ChildLine is a service provided by the NSPCC offering a free and confidential
helpline for children in danger and distress. Children and young people in
the UK may call 0800 1111 to talk about any problem, 24 hours a day.

The ChildLine service is delivered in Scotland by Children 1st on behalf
of the NSPCC.

National Education Network

Www.nen.gov.uk

The NEN is the UK collaborative network for education, providing schools
with a safe, secure and reliable learning environment and direct access to a
growing range of online services and content. It features a range of e-safety
tools and resources.

Teachtoday

www.teachtoday.eu

Teachtoday provides resources for teachers on the responsible and safe
use of new and existing communications technologies. Driven by Europe’s
leading internet, mobile network and social networking providers, working
in partnership with European Schoolnet, Teachtoday aims to help schools:

* understand new mobile and internet technologies, including social
networking

e know what action to take when facing problems

e find resources to support the teaching of positive, responsible and safe
use of technology.
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Annexes

Annex A: Other areas of Becta's work

A selection of Becta's wider work which is related to e-safety policy and
practice, is detailed below.

Accreditation of Internet Services to Education scheme

This scheme enables schools and other establishments to make an
informed choice of internet service provider (ISP) or filtering solution.
Accredited suppliers must meet and maintain specific standards in content
filtering and service performance. The accreditation process is open to
commercial providers and other organisations providing internet services,
such as local authorities and regional broadband consortia.

The standards of assessment have been developed in consultation with
partners in education and industry to ensure the provision of reliable and
relevant information. The accreditation has undergone a recent review, and
the scope of the scheme has now been extended to include a wider range
of stand-alone products designed to protect internet users not just in the
school environment, but which can also be employed in other environments
where children and young people have access to the internet. The process
makes a technical assessment of content filtering services provided by ISPs
and stand-alone product providers for factors such as browsing of web-
based content, email filtering, blocking and filtering of newsgroups and chat
services, and virus alerting, all with a strong focus on e-safety.

Assessments of service options such as customised filtering for different
user groups are also made, and minimum requirements for factors such
as uptime, connection speeds and service support are also defined.

@ For further information see www.becta.org.uk/schools/ispsafety
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Framework for ICT Technical Support

Becta's Framework for ICT Technical Support (FITS) aims to provide a
reliable and effective ICT infrastructure. There is a separate toolkit for
primary and secondary schools to help them implement the framework.

The primary toolkit is for primary schools or schools that rely on an external
provider for the majority of their ICT management and support.

The secondary toolkit is for schools that have an internal ICT support team
for the majority of their ICT management and support.

FITS Operations Management (FITS OM) is a new framework for schools
that have implemented the FITS processes and would like to improve the
operations management.

For further information see www.becta.org.uk/schools/fits

Home Access

Access to technology at home benefits learners in a range of different ways.
It can improve learning and achievement, motivate and engage children, and
encourage independence and creativity. It can also help to connect learning
at school and at home, and can help parents and carers get more involved.

The Government’s vision is to ensure that all pupils aged 5-19 in state
maintained education in England, have the opportunity to have access to
computers and internet connectivity for education at home. A £300m Home
Access programme, managed by Becta, will help to achieve this vision.
Pilots commenced early in 2009 and the scheme will be rolled out nationally
in the autumn.

Findings from the pilot will help to inform additional e-safety guidance for
schools and families as the programme rolls out further.

@ For further information see www.becta.org.uk/homeaccess
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Parental engagement

Providing parents and carers with timely and meaningful information about
their children’s school lives and work can help raise learner achievement.
Technology can help this process by enabling parents and carers to receive
and access information about their children’s work, progress, attendance
and behaviour when and where they want using, for example, secure online
or even mobile access. This idea is outlined in the Government’s The
Children’s Plan™.

All secondary schools are expected to make a range of information available
to parents and carers via secure online access by September 2010. Primary
schools are expected to achieve this by 2012.

For further information see www.becta.org.uk/engagingparents

Self-review framework

The self-review framework is designed to help educational organisations
to evaluate their use of technology in a structured way, and plan future
improvements to learning and teaching.

Based on educational research and tried and tested methods for supporting
school improvement, the self-review framework offers schools a
straightforward route for improving their effective use of technology. It also
offers benchmarking against established best practice and helps schools
to ensure that their ICT infrastructure meets their needs, not only now, but
in the future.

The framework consists of eight elements, further divided into strands and
aspects. Each aspect contains a series of indicators which describe a level

of maturity. An online tool helps schools to develop a profile of their current
position and future actions, providing tools to link evidence to the evaluations.

There are many benefits of working through the framework, including:
* helping to ensure that investment in ICT is fit for purpose

e offering a straightforward process for identifying strengths
and weaknesses

 developing a deeper understanding of the schools vision for ICT
by involving a wide range of staff in the process

27 The Children's Plan: Building brighter futures
www.dcsf.gov.uk/publications/childrensplan/downloads/The_Childrens_Plan.pdf
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* encouraging commitment and involvement from the whole school
* helping set and achieve realistic goals for improvement

 adding value to your engagement with other educational initiatives such
as the National Strategies, extended schools and Every Child Matters

» complementing the Ofsted self-evaluation form (see Section 4).

Additionally, the levels of progress through the framework can be recognised
through the Next Generation Learning Charter®.

E-safety elements are embedded within the self-review framework as

an essential component of ICT effectiveness. Schools and educational
establishments are encouraged to use the tool as part of their overall
e-safety strategy. While the self-review framework is not designed with
wider children’s services in mind, such organisations might like to consider
the underlying principles to support their own approaches to the effective
use of technology in their own service settings.

For further information, and to register for an account to use the online tool,
please see www.becta.org.uk/schools/selfreviewframework

Annex B: Flowchart for responding to e-safety incidents

In earlier e-safety publications Becta has modelled an outline flowchart
for responding to e-safety incidents in schools. We reproduce this opposite.

A key requirement in responding to e-safety incidents is to recognise when

to escalate incidents. This involves recognising when to involve other agencies
(such as child protection experts, social care, the police, the Internet Watch
Foundation, or the Child Exploitation and Online Protection Centre] and
securing and preserving evidence correctly.

In particular, schools must be aware of the local procedures to follow
should e-safety incidents arise, including how and when to contact external
agencies. Becta has been working with LSCBs to help them develop policies
in this area. Schools and other children’s services should seek to familiarise
themselves with their LSCB policies and practice, and align their own
policies and practice accordingly.

% www.becta.org.uk/nextgenerationlearningcharter
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Flowchart for responding to e-safety incidents
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decide on appropriate course
of action, applying sanctions
as necessary

v

Secure and preserve evidence

eeece

.4 Await police/IWF/
CEOP response

.
.
e

v

Debrief on e-safety incident

Review policies and technical
tools, and share experience
and practice as required

Implement changes

Monitor situation

©0000000000000000000000000000000000000000000000000000000000000

A

e0cc00c0cc0000000000 000

<

e000cc000cc00ccc00cce

<

If no illegal material

or activity is confirmed,
revert to internal
disciplinary procedures

If illegal material or activity is
confirmed, allow police or relevant
authority to complete their
investigations, seeking advice
from LA/LSCB on treatment

of offender/victim
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Annex C: Safeguarding Sam mapping resource

In our LSCB toolkit, we provided a mapping resource, ‘Safeguarding Sam’.
The resource was intended to help LSCBs to document all the points of
contact which might be needed when responding to an e-safety incident
for any particular child. This is replicated below.

’ Safeguarding Sam 4

Local authority A

LSCB

Director of Children’s Services

Children’s social care

Adult social care '

Duty care team SEN services ;
SIP (School Improvement Partner) Behaviour support E
Youth workers Contact point §
Educational psychologist Home tuition service
Home tuition service YOT (Youth Offending Team)
Care home/Foster team Governor services
EWO (Education welfare officer] LADO
Youth/Play centres Corporate ICT
Safeguarding office Family/early years centres and services
Libraries
Where possible list contacts for 24/7/365
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Schools, and other children’s services, may wish to consider a similar
approach for identifying, and recording their own local points of contact
and support networks.

©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
. . . .

.

GP

Family unit/carer School/Education provider

Headteacher/Leadership team

School nurse/health visitor Governors (e-safety governor, child protection

governor)

_ Teacher/tutor/class teacher

CID

Hospital school

®0cc0ccccce000000000000000

Pastoral care team/TA/Learning mentor

Community support officers

>

Child protection officer

Child abuse investigation team

School council

PPPRRMMIMIN  Additional organisations

Youth groups and sports clubs

Computer crime/high tech crime unit

School nurse

Voluntary organisations Connexions (KS 3, 4 &5)

M National agencies 14-19 providers

CEOP (Child Exploitation and Online

Telecom provider

ISP (internet service provider) Protection Centre] ICT co-ordinator/Network manager
ICT support service/managed service provider IWF (Internet Watch Foundation) Peer mediators
Faith group Stop It Now Extended schools providers

Website provider
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